


amount and quality of pricing information that Northrop Grumman and other bidders would be willing to
supply the Government in future contract propoesals. Finally, release of Northrop Grumman proprietary
information is prohibited by the Trade Secrets Act (18 U.S.C. § 1905).

The Northrop Grumman proprietary information at issue here is confidential and proprietary to Northrop
Grumman in that it reflects Northrop Grumiman’s business sirategy to accomplishing this work and similar work
— including proprietary pricing developed by Northrop Grumman - and, as such, includes proprietary
information that Northrop Grumman will use again in foture competitions. The release of Northrop Gramman
proprietary information would reveal these fundamental components of Northrop Grumman’s pricing. Northrop
Grumman has taken steps to maintain the confidentiality of such information and prevent its release to the
public. New employees of Northrop Grumman are required to sign, as a condition of employment, a
confidentiality agreement in which the employee agrees not to divulge Northrop Grumman proprietary
information of precisely the sort at issue here. When employees terminate their employment, documents that
they wish to take with them are reviewed to ensure that they do not contain Northrop Grumman proprietary
information. When Northrop Grumman shares proprietary information with other companies in the context of
proposals, teaming arrangements, or the like, such disclosure is made subject to the terms of carefully negotiated
non-disclosure agreements, When Northrop Grumman submits proprietary information to the Govemment, it
does so only after affixing an appropriate protective legend. As this discussion makes clear, Northrop
Grumman zealously safeguards Northrop Grumman proprietary information.

The courts have upheld the protection from disclosure of pricing information contained in govemment contracts
and proposals when the mformation sought involves pricing information at a level of detail beneath the total
price of the contract. In McDonnell Douglas Corp. v. NASA, 180 F.3d 303 (D.C. Cir. 1999) McDonnell
Douglas, in reliance on exemption 4 of the FOIA and the Trade Secrets Act, had objected to the release of
launch service prices, cost figures for specific launch service components and overhead, labor rates, profit
figures and percentages and line item prices as being confidential commercial or financial information. NASA
determined that disclosure of labor rates, overhead factors, profit information and launch service cost figures
was likely to cause substantial competitive harm and that this information would not be released. However,
with regard to individual line item pricing NASA, rejected the McDonnell Douglas’ position that release of this
information would allow competitors to underbid McDonnell Douglas and would allow its commercial
customers to negotiate more effectively and “ratchet down” its rates. Reversing the trial court, the D.C. Circuit
Court of Appeals upheld McDonnell Douglas’s objection to the disclosure of such line tem prices, concluding
that such prices were confidential commercial or financial information. The court stated that “both of the
reasons McDonnell Douglas advanced for claiming its line item prices were confidential information are
indisputable” and that under present law McDonnell Douglas “has every right to insist that its line item prices be
withheld as confidential” and that “if commercial or financial information is likely to cause substantial
competitive harm to the person who supplied it, that is the end of the matter, for the disclosure would violate the
Trade Secrets Act.”

A similar conclusion was reached by the court in MCI Worldcom, Inc. v. GSA, 163 F. Supp. 2d 28 (D.D.C.
2001) where the Court upheld a request for protection of tables containing pricing elements as being protected
under Exemption 4 of the FOIA. There the court found that since the pricing elements and components sought
to be protected were “not separately purchased, ordered and billed to the govemment” they did not constitute the
price for a good or service and that the disclosure of such pricing elements would cause “precisely the injuries
that led the [D.C] Circuit [in McDonnell Douglas] to the declare that line item pricing was confidential
information and not disclosable.” 163 F. Supp.2d at 36. As in the McDonnell Douglas and MCI cases, the
pricing information identified by Northrop Grumman that is sought by the subject FOIA request should not be
disclosed to the extent that such information goes beyond the total price of the contract. Disclosure of the more
detailed pricing components sought by the subject FOIA request will cause precisely the same types of
competitive harm to Northrop Grumman and its subcontractors as the McDonnell Douglas and MCI courts
found would have resulted from the release of the pricing information sought in those cases. As indicated by
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